Login Sources (SSO)

Working with Login Sources

Login Sources define where the user comes from. For example, if the user authenticates with a
username and password stored in OPS-COM then OPSCOM is the source. They could also come
from SAML, LDAP etc.

You can add login sources in the Admin Options under Users.
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By default, you will have the OPSCOM login source. You can see that this will give users the option
of entering their username and password.
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If we were to disable this option then we would only be left with our SAML login source.
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Adding Login Sources

To add login sources we click the Add Login Source button at the top right corner of the page.
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Name Active Type Code Total Users
Saml2 Directory SAML 2.0 saml2 3 [ 1
OPSCaM OPSCOM OPSCOM 50

Any required fields will be displayed in red letting you know they must be completed before you
can save.


https://opscom.wiki/uploads/images/gallery/2024-06/nxEimage.png
https://opscom.wiki/uploads/images/gallery/2024-06/5LFimage.png

Login Source: Saml 2.0
There are missing or incorrect settings preventing this login source from functioning properly.
Settings
Name I ®© ]
The Mame field is required.
Login Source I ®© ]
The Code field is reguired.
Login Source coincides with the login_source value used in the User Push API. The value can be anything other than the
reserved word OPSCOM.
A\ This login source can be associated to users. Changing it can prevent those users from logging in.
Unique ID Field
AN ki il mm A o dmm e b ban Bl e el AEAAR S b cnEee S Fme B mimin Db
Important

The fields have multiple states which are reflected by the color they are highlighted with.

1. Red fields are required to click save.
2. Yellow fields are required to work but still allow empty or invalid values to be saved.
3. Yellow fields can also indicate that a change has been made.

The Code field is what the user profile will match against when adding users to the new login
source. However, only one login source code can be activated at a time.

Managing Login Sources

We can manage our login sources by either editing or deleting them using the two buttons to the
right of each source.
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Add Login Source

Archiving a login source means that it will no longer display on the user side and any users
associated with this source will be removed from logging in this way.
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